The armed conflict in Afghanistan since 2001 has raised manifold questions pertaining to the humanitarian rules relative to the conduct of hostilities. In Afghanistan, as is often the case in so-called asymmetric conflicts, the geographical and temporal boundaries of the battlefield, and the distinction between civilians and fighters, are increasingly blurred. As a result, the risks for both civilians and soldiers operating in Afghanistan are high. The objective of this article is to assess whether -and if so how much -the armed conflict in Afghanistan has affected the application and interpretation of the principles of distinction, proportionality, and precautionprinciples that form the core of legal rules pertaining to the conduct of hostilities.
For almost a decade the armed conflict in Afghanistan has been posing many challenging questions for military personnel, international lawyers, and the humanitarian community alike. Even today, hardly a day passes without news about civilian casualties or losses among Afghan, International Security Assistance Force (ISAF), and Operation Enduring Freedom (OEF) forces, or those of the armed opposition. 1 While it is in the nature of armed conflict that soldiers and fighters are injured or killed, it should not be the case for civilians. One factor that has greatly affected warfare in Afghanistan is the huge disparity of technological capacity and military power between the parties to that conflict. The military might of the United States and its allies has forced the armed opposition to adopt guerrilla warfare geared to an endurance and attrition strategy. 2 In accordance with this strategy, the armed opposition tries to evade the classical battlefield by shifting the hostilities from one location to another -often in proximity to civilians, and thus blurring the lines of distinction between those who fight and persons taking no active part in the hostilities. At the same time, an important part of contemporary counterinsurgency strategy is to focus on, and to be in as close proximity as possible to, the civilian population. 3 The blurring of distinctions goes hand in hand with increased challenges for the parties to the conflict in identifying military objectives and applying the principles of proportionality and precaution. All this has at times prompted attempts either to broaden certain concepts of international humanitarian law (IHL), such as the definition of direct participation in hostilities, 4 or to otherwise limit its protective scope. 5 Over time and with increasing 1 The armed opposition operating against the Government of the Islamic Republic of Afghanistan and the international military presence is commonly referred to as the 'Taliban', who describe themselves as the Islamic Emirate of Afghanistan. This is a shorthand for a fragmented alliance between different groups such as the Quetta Shura Taliban in Southern Afghanistan, Hezb-i Islami Gulbuddin (HiG) and Hezb-i Islami Khalis in the east, and the Haqqani Network. See civilian casualties, however, it has turned out that the tendency to limit the protective scope of IHL has proved contrary to the achievement of the long-term strategic goals. As a result, policy and operational considerations have led to the adoption of rules of engagement that in some aspects are more restrictive than what would be required by IHL. 6 The article proceeds in several steps. First, the different stages of the armed conflict taking place in Afghanistan since 2001 are classified. This step is important for identifying the legal framework governing the ongoing hostilities. Second, it assesses whether the asymmetric nature of the armed conflict in Afghanistan has affected IHL, in particular the interpretation and application of the rules relative to the conduct of hostilities. This analysis focuses on the concepts of distinction, proportionality, and precautions, and uses the challenges faced by the international military forces as a case study. Third, the article sheds some light on the sometimes difficult distinction between the law enforcement paradigm and the paradigm of hostilities in certain operations. One example where these two paradigms potentially overlap is provided by (vehicle) checkpoints, which are an important security measure in Afghanistan. Finally, the article looks at possible challenges, and advantages, that new technologies may present in the conduct of hostilities. Especially in recent years, unmanned aerial vehicles (UAVs) -that is, drones -have been employed in Afghanistan for surveillance purposes but also increasingly for the actual conduct of hostilities, namely in the context of so-called targeted killings.
The legal qualification of the Afghan conflict, 2001-2011
The situation in Afghanistan is complex, not only from a factual but also from a legal perspective. Several parties have been involved in the conflict since 2001 and it is today widely accepted that this conflict can be divided into a phase of international armed conflict between the US-led Coalition (OEF) and the Taliban governing Afghanistan, lasting from 7 October 2001 to 18 June 2002, 7 followed by an 'internationalized' non-international armed conflict 8 since 19 June 2002, in which the new Afghan government, supported by ISAF and OEF forces, fights the armed opposition. 9 This conflict phase still continues today.
International armed conflict before 19 June 2002
Active hostilities in Afghanistan began with air strikes against the Taliban on 7 October 2001 as part of 'Operation Enduring Freedom', a US-led military campaign directed against the Taliban and Al Qaeda in Afghanistan as a response to the 11 September 2001 terrorist attacks on the United States. 10 Although only a few states recognized the Taliban as the legitimate government of Afghanistan at the time, it is widely agreed that they represented the de facto Afghan government 11 because they controlled the majority of Afghanistan's territory, passed and enforced decrees, and provided a certain (however questionable) degree of 'security' in the areas that they controlled. 12 The fall of Mazar-i Sharif on 9 November 2001 marked the decline of the Taliban rule, and when Northern Alliance forces entered Kabul on 13 November, 13 followed by the fall of Kandahar on 7 December, 14 the majority of the Taliban were believed to have disbanded. 15 This decline of the 8 Note that this expression does not depict a 'third' type of armed conflict but covers non-international armed conflicts with an 'international' dimension. The expression is used in situations where a state (or a multinational force) becomes a party to a pre-existing non-international armed conflict. Such an intervention may result in three outcomes: (1) the existing armed conflict remains a non-international armed conflict if a state or multinational force supports another state against the armed opposition;
(2) the armed conflict is transformed into an international armed conflict if the acts of the armed opposition can be attributed to the intervening state or multinational force; or (3) it develops into a 'mixed conflict', where the relations between the parties are governed in part by the rules of international armed conflict and in part by those of non-international armed conflict. 9 S. Ojeda, above note 5, pp. 359 possibly be governed by this Protocol also. This would require the armed opposition to control at least part of Afghanistan in a way that enables them to 'carry out sustained and concerted military operations and to implement [Additional Protocol II]'. 22 The armed opposition seems to have succeeded in establishing a 'shadow government' throughout Afghanistan, where they control parts of the Afghan population and are operating courts. 23 This factual background militates in favour of applying Additional Protocol II between the armed opposition and the Afghan government armed forces. In this regard it is questionable whether other states are bound by the provisions of Additional Protocol II with respect to the conflict in Afghanistan. Certainly, the Protocol cannot directly bind states that, like the US, have not ratified it. 24 Furthermore, the wording of Article 1(1) of Additional Protocol II suggests that it applies only to armed conflicts between the contracting state and opposing non-state parties that control part of that state's territory. 25 It thus seems that states other than Afghanistan that are party to the armed conflict are not directly bound by Additional Protocol II either, even if they have ratified it. Notwithstanding, every party to the conflict has to comply with those rules that have attained customary law status. 26 The legal framework applicable to all parties to the armed conflict in Afghanistan is thus Common Article 3, as well as customary IHL applicable in noninternational armed conflicts. In addition, the armed conflict between the government of Afghanistan and the armed opposition is governed by the rules of Additional Protocol II. The discrepancy that results from the application of Additional Protocol II only between the armed opposition and Afghanistan is, however, relatively marginal. Most provisions of Additional Protocol II have acquired customary law status and therefore apply also to other states party to the armed conflict in Afghanistan. With regard to the geographical scope of application of IHL it is important to stress that these rules are not limited to the area where active hostilities take place and hence apply to the entire Afghan territory. Afghanistan: an asymmetric armed conflict
One of the major challenges of the armed conflict in Afghanistan is the significant discrepancy of military power and technological capacity between the international military/ISAF forces on the one hand and the armed opposition on the other. Afghanistan has thus become the paradigmatic example of an asymmetric armed conflict. 28 Of course, 'asymmetric warfare' is a multifaceted notion. No common understanding exists, much less a clear-cut definition of what 'asymmetric warfare' means. Some have even argued that the concept of asymmetry has been 'twisted beyond utility'. 29 Be that as it may, in legal doctrine the phrase 'asymmetric warfare' is commonly used as descriptive shorthand for the changing structures of modern armed conflicts and for the corresponding challenges that this development poses for the application of IHL. In this context, the term 'asymmetric warfare' is used to describe inequalities and imbalances between belligerents involved in modern armed conflicts that can reach across the entire spectrum of warfare. 30 Most often, reference is made to a disparate distribution of military power and technological capacity. 31 The power imbalances between the parties involved may be so pronounced that from the outset the inferior party is bereft of any realistic prospect of winning the conflict militarily. Military victory in the classical sense may not even be the objective of the parties involved. 32 The situation in Afghanistan is a conspicuous example, showing that there is an evident chain of cause and effect between such power imbalances and what is called guerrilla warfare. 33 The military strength of the multinational forces in Afghanistan induces the armed opposition to adopt so-called guerrilla tactics so as to evade direct military confrontation with a superior enemy and to level out their inferiority. Some authors also suggest that the armed opposition in Afghanistan primarily adopts an exhaustion strategy to gain control over the Pashtun regions, instead of seeking a direct overthrow of the Afghan government. 34 This simple logic is not new; it has a long history in warfare. 35 In the twentieth century, the wars of national liberation and the vast majority of non-international armed conflicts were all inherently asymmetric in this sense.
Notwithstanding their limited military means, the armed opposition has shown itself to have the capacity to obstruct the strategic aims of its superior adversaries in the furtherance of its own. 36 The duration of the non-international armed conflict in Afghanistan is testament to this reality. To date the conflict has lasted almost ten years. 37 The conflict in Afghanistan is highly dynamic. It tends to evade clear-cut spatial and temporal demarcations. The level of violence is fluctuating; hostilities erupt at any time and potentially anywhere. Thus battle space is everywhere and traditional conceptions of a distinct 'battlefield' often seem rather obsolete in this constellation. 38 The Taliban in Afghanistan appears to consist of a core of guerrilla fighters that move from one valley to another (especially when their security is threatened), mounting ambushes, placing mines or improvised explosive devices (IEDs -either person-or vehicle-activated, or remote-controlled), using snipers, and even committing suicide attacks. 39 These moving fighters are often supported by local 'part-time' guerrillas and village cells (acting as a co-ordinating and intelligence mechanism). 40 34 See, e.g., D. Kilcullen, above note 23, pp. 50 Asymmetric conflict structures raise an array of different (legal) problems. 41 As far as the actual conduct of hostilities is concerned, discussions centre on the impact of increasingly blurred lines of distinction on the application and adequacy of the respective humanitarian rules. The constant evasion of direct military confrontation, the deliberate shifting of hostilities from one location to another, the adoption of population-centric approaches -all strategies frequently bringing hostilities into the proximity of urban and civilian surroundings -all aggravate the distinction between those who fight and protected civilians. In practice, determining who or what may be attacked is increasingly difficult. As a result, the risks for the civilian population are increased. At the same time, soldiers operating on the ground also face greater security challenges as they cannot always discern the difference between those who are participating in hostilities and those who are not. This deplorable trend is well known. 42 Time and again international fora have expressed concern that civilians continue to bear the brunt of modern armed conflicts. 43 Less attention, however, has been devoted to the various 'followup' questions that blurred lines of distinction raise when it comes to the identification of legitimate military objectives, the application of the proportionality principle, and the precautionary measures prescribed by virtue of Article 57 of Additional Protocol I and customary law. Asymmetric conflicts, it seems, bring to the fore a number of long-standing questions and ambiguities pertaining to the humanitarian rules regarding the conduct of hostilities. This article analyses these questions against the backdrop of the prolonged conflict in Afghanistan, mainly by using the challenges faced by the international military forces as a case study.
The conduct of hostilities in asymmetric conflicts
The evasion of direct confrontation and the preservation of one's own forces become compelling priorities, especially for a militarily inferior belligerent. This may particularly challenge the fundamental principle of distinction. Direct attacks may easily be evaded by assuming civilian guise. Feigning protected status, mingling with the civilian population, and launching attacks from objects that enjoy special protection are all most deplorable but seemingly inevitable consequences of this logic. Protection of military objectives that cannot so readily be concealed may be sought by the use of human shields, thereby manipulating the enemy's proportionality assessment, in addition to violating the precautionary principle laid out in Article 58 of Additional Protocol I and part of customary IHL applicable in both international and non-international armed conflict. 44
Reciprocity and other incentives for compliance
Repeated violations of humanitarian rules by one side are likely to influence the other side's behaviour also. The theoretical worst-case scenario is a dynamic of negative reciprocity, that is, a spiral-down effect that ultimately culminates in mutual disregard for the rules of IHL. If one belligerent constantly violates humanitarian law and if such behaviour yields a tangible military advantage, the other side may eventually also be inclined to disregard these rules in order to enlarge its room for manoeuvre and thereby supposedly the effectiveness of its counter-strategies. The vicious circle of forthright reciprocal disregard of humanitarian rules, however, has remained largely theoretical. 45 Experience, especially in Afghanistan, has shown that strict adherence to fundamental humanitarian precepts is conducive to the achievement of long-term strategic objectives. Conversely, repeated violations of humanitarian law, even if they seem to promise short-term military gains, in the long run may undermine the credibility and reputation of a party to the conflict, with potentially detrimental consequences for its ability to pursue diplomatic, humanitarian, developmental, and other strategies that may be vital for achieving long-term strategic goals. 46 Even the short-term military advantages that may be hoped to be gained by violating humanitarian rules are often negligible. Superfluous injury and unnecessary suffering are just that: superfluous and unnecessary. They hardly further the (military) objectives pursued. 47 Thus far, the central lesson in Afghanistan has been that the conflict will not be won solely by military force or even primarily by that strategic instrument. Rather, winning the 'hearts and minds' of the Afghan population has become the overall strategic priority. Thus, since 2009, ISAF has operated on the premise that civilian casualties and damages are to be minimized as much as possible. 48 This doctrine appears to have led to rules of engagement that partially exceed, to some extent, the 44 limitations imposed by IHL. 49 The multinational forces thus frequently act within a framework that puts stricter limitations on them and that seems necessary in a context where casualties and destructions, even when within the limits of IHL, could endanger the primary strategic goals. 50 It therefore seems safe to conclude that, in Afghanistan, frequent disregard of humanitarian rules has not led to a forthright race to the bottom in terms of compliance with humanitarian rules. The predominant realization is rather that compliance with IHL continues to serve vital (state) interests even in the absence of traditional conceptions of reciprocity. 51 The principle of distinction
Other strategies often adopted in asymmetric war situations may result in far more diversified and subtle challenges to IHL than an outright disregard of that law in direct response to preceding violations. These asymmetric situations may lead to blurring the distinction between civilians and fighters and between civilian objects and military objectives. In the context of Afghanistan this is exemplified by the following two examples: first, the 2010 Code of Conduct for the Mujahideen recommends, inter alia, that the 'Mujahids should adapt their physical appearance such as hairstyle, clothes, and shoes in the frame of Sharia and according to the common people of the area. On one hand, the Mujahids and local people will benefit from this in terms of security, and on another hand, will allow Mujahids to move easily in different directions.' 52 Second, in the pursuit of 'winning hearts and minds' and of a population-centric counterinsurgency (COIN) strategy, 53 proximity to the local population is sought, use of provincial reconstruction teams (PRTs) -co-locating civilian and military components -for relief activities is made, 54 or soldiers dress in civilian clothing. 55 While no IHL rule relative to noninternational armed conflict explicitly prohibits such practices per se, this raises great concern with regard to the respect of the principle of distinction. The sheer inconceivability of an often unfathomable and indistinguishable enemy has sparked debate about where to draw the line between protected and unprotected persons, and civilian and military objects, and whether this binary categorization inherent in the principle of distinction is still adequate on the modern battlefield and in highly dynamic combat situations.
Distinguishing persons who are protected against direct attack from persons who may be attacked
Blurred lines of distinction have occasionally led some authors to argue in favour of rather lenient interpretations of those legal criteria that are determinative for a loss of protection from direct attack. Put simply, in response to an increasingly difficult distinction between fighters and protected persons in practice, proponents of this view suggest a widening of the legal category of persons who may be legitimately attacked. Generally speaking, this line of argument is often based on the premise that the modern battlefield has become ever more dangerous for the soldiers operating therein and that therefore their margin of discretion regarding the use of lethal force should be enlarged. Contemporary debate surrounding the interpretation of the notion of 'direct participation in hostilities' -an activity that temporarily deprives civilians of their protection from direct attack -particularly the endorsement of rather generous interpretations of this notion and its temporal scope, are reflective of this tendency. 56 For example, the assumption that so-called voluntary 'human shields' are per se directly participating in hostilities, thereby losing their protection from direct attack as well as the suggestion that in case of doubt there should be a presumption that 'questionable' activity amounts to a 'direct participation in hostilities', are symptomatic of this trend. 57 In the same vein, there have been proposals to define membership in organized armed groups rather broadly. 58 Members of organized armed groups cease to be civilians and therefore lose protection against direct attack for as long as their membership lasts. 59 door' of civilian protection, meaning that -unlike civilians -they do not automatically regain their protection from direct attack the moment they stop directly participating in hostilities. Rather, as fighters, they may be directly attacked at any time according to the same principles as members of the armed forces, that is to say, independently from any actual direct participation in hostilities at the time of the attack. However, identification of members of an organized armed group can be extremely difficult. The situation in Afghanistan clearly demonstrates the difficulties in distinguishing between a peaceful civilian and an armed opposition fighter or a civilian directly participating in hostilities. 60 The carrying of weapons alone can certainly not be taken as a sign of direct participation in hostilities and even less as a sign of membership in an organized armed group because Afghan civilians traditionally have weapons in their homes to protect themselves and their families. 61 Moreover, reports suggests that intelligence gathering is rendered more complicated because Afghan informants occasionally dupe the international military forces into killing personal rivals rather than high-ranking members of the armed opposition. 62 Evidently, if membership in an organized armed group was to be determined merely on the basis of a person's support for or sympathy with such a group -for instance, logistical support not related to military operations, out of tribal solidarity -the category of unprotected persons ('fighters') would be enlarged considerably. What is more, any such determination would probably be prone to arbitrariness in the absence of objectively ascertainable criteria for a person's affiliation with an armed group. 63 A diametrically opposed tendency however, rejects any attempts to further broaden the categories of those who may legitimately be attacked. 64 conflicts tend to perceive the binary code of IHL -that is, the categorical distinction between fighters on the one hand and protected civilians on the other -as overly rigid and inflexible. 65 Some have even claimed that IHL's status categories have outlived their utility altogether. For example, it has been suggested that one should refer to human rights law, disregarding the principle of distinction, as the applicable law in times of non-international armed conflict also. 66 In particular, the Isayeva judgments of the European Court of Human Rights (ECtHR) of 2005 sparked debate as to whether, especially in non-international armed conflicts, a higher but still realistic degree of protection could not possibly be achieved through the (exclusive or preferential) application of human rights law. 67 Leaving aside the question of whether international human rights law is binding on armed groups as well as the problem of the extraterritorial application of human rights law that arises whenever third states intervene in a noninternational armed conflict such as that in Afghanistan (note that it is undisputed that IHL is binding on armed groups and that it applies extraterritorially in case of an international or an internationalized non-international armed conflict), as far as the conduct of hostilities is concerned predominant recourse to human rights law rather than IHL would mark a paradigm shift that, at least for the time being, finds little support in state practice. Unlike IHL, human rights law would allow the use of potentially lethal force only in response to an imminent and sufficiently grave threat. In particular, human rights law requires the taking into consideration of the concrete circumstances of a given situation, irrespective of any binary distinction between targetable combatants or fighters and protected civilians. 68 The force employed must be proportionate in relation to the acute threat posed. 69 This standard is more protective. Most importantly, it is threat-proportionate and case-specific.
Derek Jinks, 'Protective parity and the laws of war', in Notre Dame Law Review, emphasized that, under Article 4 ACHR, the use of lethal force in law enforcement operations could not lawfully be based on mere suspicion or on collective criteria, such as membership in a group. According to the report: 'the police are never justified in depriving an individual of his life based on the fact that he belongs to a "marginal group" or has been suspected of involvement in criminal activity. Nor may the police automatically use lethal force to impede a crime or to act in self-defence. The use of lethal force in such cases would only be permissible if it were proportionate and necessary'; IACHR, Report Colombia 1999, Chapter IV, para. 213. 69 Moreover, the justification of so-called collateral damage, while it is not illegal per se under international human rights law, would be far more difficult than it is under IHL.
In practice, however, it is still widely perceived as battlefield-inadequate, risky to implement, and therefore unrealistic. Consequently, it is submitted that in Afghanistan the principle of distinction, in spite of its inherent deficiencies in asymmetric conflict situations, has not been put into question as a fundamental legal precept of the humanitarian legal order, even though some authors have proposed rather lenient interpretations. IHL's categories of those who may legitimately be attacked thus continue to remain central to states operating in modern asymmetric armed conflicts such as Afghanistan.
The two strains of argument are reflective of the diametrically opposed impulses on which IHL is based: military necessity and humanity. The former line of reasoning, which argues in favour not only of the maintenance of IHL's categories based on the binary distinction but at least partially also of their extension, seems to be predominantly concerned with the minimization of risks for operating soldiers -at times apparently without giving due regard to the protection of civilians. Conversely, the latter opinion, while rightly aiming to enhance the protection of the civilian population -as mentioned before, civilians continue to bear the brunt in modern armed conflicts -at times seems to neglect the realities in which soldiers operate. Of course, a middle way might allow us to strike a more subtle balance between the impulses of military necessity and humanity without according categorical predominance to one or the other. Theoretically, such a middle way could be sought by increasing the flexibility of humanitarian legal standards towards greater protectiveness, or by increasing the flexibility of human rights standards towards greater permissiveness, which is what the ECtHR seemed to be doing in Isayeva, or by combining elements of both legal regimes. 70 The International Committee of the Red Cross (ICRC)'s Interpretive Guidance on the Notion of Direct Participation in Hostilities also pursues a middle way, based on the interpretation of the law as it currently stands. On the one hand, the Interpretive Guidance reconfirms the application of the principle of distinction in modern armed conflicts and clarifies its application. Especially with regard to non-international armed conflicts, the group of persons ('fighters') who are not civilian and who may lawfully be attacked is defined on a functional basis, by reference to their 'continuous combat function'. 71 On the other hand, the Interpretive Guidance reiterates an important constraint in relation to the use of force against persons who are not protected against direct attack. The kind and degree of force that is permissible against such persons must not exceed what is actually necessary to accomplish a legitimate military purpose in the prevailing circumstances. 72 Concern has been expressed that this standard imposes an overly restrictive 'law enforcement paradigm' that aims to subject wartime military operations 'to an unrealistic use-of-force continuum beginning with the leastinjurious action before resorting to "grave injury" in attack of an enemy combatant 70 or a civilian taking a direct part in hostilities'. 73 The obligation to employ the least harmful among equally effective means or methods, however, does not amount to an extension of a 'law enforcement paradigm' or, in other words, the application of the human rights principle of proportionality vis-à-vis fighters in an armed conflict. The principle of distinction already entails the prescription that, during an armed conflict, the relative 'value' inherent in the rendering hors de combat of enemy combatants/fighters or civilians directly participating in hostilities outweighs the right to life, physical integrity, and liberty of these persons. This alleviates individual soldiers of intricate value-balancing judgements in the heat of combat. The necessity-restraint, by contrast -without interfering with this value judgement -merely implies that there is no categorical relaxation of the purely factual and in any case situational assessment whether less harmful measures of equal effectiveness are available in a given situation. 74 If an enemy can already be rendered hors de combat by way of capture he must not be killed. Of course, in the frontline of combat capture will almost always be impossible without taking a considerable risk for one's own troops, whereas in other situations -for example, in the context of house searches 75 or road blocks -this risk is often likely to be mitigated to a level where capture instead of killing becomes obligatory. The Interpretive Guidance's prescription that force 'must not exceed what is actually necessary to accomplish a legitimate military purpose in the prevailing circumstances' is flexible enough to accommodate these different scenarios. 76 Distinguishing military objects from civilian objects: The problem of 'dual use'
Challenges regarding the application of the principle of distinction exist not only with regard to persons but also in relation to objects. Of course, debate about the definition and identification of military objectives is not new. It existed long before the term asymmetric warfare was coined and popularized. Yet the shift of hostilities into the proximity of urban population centres and increasing possibilities of using civilian objects to make an effective contribution to military action are pushing this particular problematic more and more to the fore. Discussions about which objects constitute a legitimate military objective, particularly in relation to so-called 'dual-use' and war-sustaining objects, are ongoing. 77 Generally speaking, it is not disputed that power grids, industrial and communication facilities, computer and cell-phone networks, transportation systems, and other infrastructure including airports and railways -all of which primarily fulfil civilian functions -can become lawful military targets if they meet the criteria laid out in Article 52 paragraph 2 of Additional Protocol I, also reflecting customary IHL applicable in non-international armed conflicts. 78 In fact, each and every civilian object could theoretically become a military objective, provided that it cumulatively fulfils the respective criteria. For instance, even religious sites, schools, or medical units may temporarily become military objectives if 1) they make an effective contribution to military action by being used as a firing position, to detonate improvised explosive devices, or to take cover; and 2) their total or partial destruction offers a definite military advantage. 'Dual-use' is the colloquial, non-legal denomination given to those civilian objects that serve both military and civilian purposes. Thus, with regard to these so-called 'dual-use' objects, the problem is not whether such objects can theoretically become military objectives but under what circumstances (and for how long) an attacker may conclude that they are legitimate military objectives.
Broadly speaking, the discussion focuses on whether only actual or also potential military benefit may qualify an object as a legitimate military objective. 79 Evidently, if a so-called 'dual-use object' is visibly being used to make an effective contribution to military action, then its legal classification will raise no particular problems. However, if it is not being so used, the object's status determination will turn on its nature, purpose, or location. This is problematic because the distinction between the two criteria of nature and purpose in particular remains somewhat ambiguous. The criterion of purpose is problematic because of the difficulty in determining at what point it becomes sufficiently clear or sufficiently reasonable to assume that an object's purpose is to contribute effectively to military action. It is ambiguous because it is not entirely clear whether the criterion aims to encapsulate an object's inherent purpose -which would seem to denote the object's design or an intrinsic characteristic and therefore render redundant the distinction between 'nature' and 'purpose' in Article 52 paragraph 2 of Additional Protocol I -or the purpose that a person has (individually) accorded to the object. The ICRC Commentary speaks of the 'intended future use' of an object, thereby apparently invoking the latter interpretation. 80 The criterion of nature is problematic because if applied to 'dualuse' objects it would categorically and automatically render these objects legitimate military targets irrespective of their actual use or purpose. Evidently, this would render redundant the very idea of 'dual use' because these objects would categorically amount to military objectives. 81 Indeed, some authors argue that, for example, bridges and railway tracks should be considered military objectives by nature. 82 In the same vein, the commentary to the recently released HPCR Air and Missile Warfare Manual refers to an opinion expressed during the deliberations of the Manual according to which military objectives are by nature to be divided into two subsets consisting of 'military objectives by nature at all times' and objects that become 'military objectives by nature only in light of the circumstances ruling at the time'. 83 The ICRC strongly disagreed with this reading. It argued that the nature criterion by definition refers to intrinsic attributes that are permanent. Therefore, for the ICRC, there cannot be any subsets of temporary 'military objectives by nature'. 84 The suggestion of such broadened interpretations of the definition of military objects is again reflective of attempts to remedy practical difficulties in identifying legitimate military targets through the expansion of the corresponding legal concepts. Evidently, the 'nature criterion' is far more categorical and abstract, whereas the criterion of an object's actual use is more flexible and case-specific; that is, it takes into consideration how a given object is actually being used at the time of the attack. Conversely, the criterion of an object's nature denotes the intrinsic characteristics of the object. The object by way of its design must have an inherent attribute that, eo ipso and irrespective of its actual use, makes an effective contribution to military action. 85 Thus, the conception of a category of 'temporary military objectives by nature' or, in other words, 'military objectives by nature … in light of the circumstances ruling at the time' would seem irreconcilable with this common understanding of the 'nature criterion'. Still, up until now, some ambiguity has remained as to which intrinsic characteristics would count in this regard. Traditionally, the category of objects that are considered to be military objectives by nature has been interpreted rather narrowly and was understood to encompass, for example, tanks, fixed military fortifications, weapon systems, military aircraft, and stockrooms for the storage of weapons and munitions. If bridges and railway tracks -that is, objects that commonly and overwhelmingly serve civilian purposes -were to be considered as having intrinsic characteristics that render them permanent military objectives by nature irrespective of their actual use, the remaining criteria of Article 52 paragraph 2 of Additional Protocol I -namely location, purpose, and use -would be largely redundant. Put simply, if a bridge was considered to have intrinsic military characteristics, basically any object could be defined as a military object by nature. This was neither the intention of the drafters of Article 52 paragraph 2 of Additional Protocol I nor does it correspond to the traditional interpretation of the 'nature' criterion, and ultimately such an interpretation would erode the principle of distinction. Instead, so-called 'dual-use' objects in particular, because they are not by their nature military, should only be attacked once they actually effectively contribute to the party's military action. 86 It seems, therefore, that the law defining when objects constitute a legitimate military objective has not been directly challenged or changed, 87 perhaps because the relevant rule acknowledges that every civilian object may temporarily become a military objective under the circumstances described above.
The humanitarian proportionality principle 88
In view of the blurred lines of distinction in asymmetric armed conflicts, carefully assessing the proportionality of an attack is ever more important and often ever more difficult. In practice, the application of the humanitarian proportionality principle requires the following test. First, a factual assessment must be conducted in order to determine whether a planned attack on a military objective 'may be expected to cause incidental loss of civilian life, injury to civilians, and damage to civilian objects'. Second, it has to be determined what 'concrete and direct military advantage' may be anticipated from the attack. If civilian casualties and/or damages may be expected, the military commander deciding upon the attack, in a third step, must determine the value of the anticipated military advantage, on the one hand, and the value attributed to the damage on the civilian side, on the other. In a final step, a balancing decision is required, where a judgement is made about which 86 With regard to dual-use objects the ICTY Prosecutor's report emphasized that the criteria laid out in value takes precedence over the other. 89 Despite the fact that IHL pursues the overall aim of limiting civilian casualties and damages as far as possible, it does not prescribe any absolute limit in relation to 'collateral damage'. Thus, a very considerable military advantage could potentially justify significant civilian damages and even casualties -that is, extensive as opposed to excessive 'collateral damage'. 90
Factors to be considered within the proportionality assessment
The humanitarian proportionality principle's deficiencies are well known. The main difficulty lies in the balancing of such unequal factors as civilian life and injury against an anticipated military advantage. Notwithstanding, there is still widespread agreement that in times of armed conflict a better, equally realistic alternative simply does not exist. 91 While that may be true, it should also be clear that the details of the proportionality principle and its application in practice could still be worked out more concretely than they have been to date. In this regard, the 'Final report to the prosecutor by the committee established to review the NATO bombing campaign against the Federal Republic of Yugoslavia' raised an array of instructive questions relevant for the application of the humanitarian proportionality principle. The Report asked, inter alia: 'a) What are the relative values to be assigned to the military advantage gained and the injury to non-combatants or the damage to civilian objects? b) What do you include or exclude in totaling your sums? [and] c) What is the standard of measurement in time or space?' 92 The report was published on 13 June 2000 but even ten years later the questions it raised with regard to the proportionality principle remain as pertinent as they were at the time. IHL's answers to these questions are rather abstract. As noted above, the military commander deciding upon the attack must determine the relative value given to the military advantage against that attributed to the anticipated damage on the civilian side. Normative guidance regarding the margin of discretion in the identification of the military advantage and its relative value is rather frail. The adjectives 'concrete' and 'direct' in Article 51 paragraph 5(b) of Additional Protocol I limit the advantages to be considered to finite ones, in order to prevent the inclusion of abstract considerations such as the global aim of winning the war, which as the highest military aim would per se trump almost all civilian interests. But there seems to be widespread agreement that the military advantage need not necessarily or exclusively be derived from the destruction of the specific object of the attack and that the assessment of the military advantage may be conducted by taking into consideration the larger operational picture. 93 On the basis of Article 8 paragraph 2(b)(iv) of the Rome Statute of the International Criminal Court, some authors argue in favour of the consideration of the overall military advantage anticipated from an attack as a matter of general law. 94 The overall military advantage would encapsulate military advantages derived from temporally and geographically distant occurrences. In this context it seems noteworthy that during the Rome Conference the ICRC stated that the insertion of the word 'overall' to the definition of the crime could not be interpreted as changing existing law. 95 A corollary to the debate about the scope of the military advantage is the question of how far indirect civilian damages resulting from an attack are to be taken into consideration. The spectrum of opinion is wide. Moderate positions do not exclude the consideration of indirect civilian damages but try to sketch out where to draw the line between indirect damages that may be considered and those that should not. 96 The wording of Article 51 paragraph 5(b) and Article 57 paragraph 2(b) of Additional Protocol I would seem to suggest that the concept of anticipated civilian casualties and damages is to be interpreted at least as broadly as the notion of the military advantage. Otherwise the proportionality assessment would be distorted from the outset in favour of military considerations. Moreover, these two articles explicitly require that the anticipated military advantage is 'concrete' and 'direct', whereas no such limiting qualifiers were added to the expected incidental civilian damages; the word 'incidental' is certainly broader than the adjectives 'concrete' and 'direct'. Similarly, it would seem that the conception of what 'may be expected' (incidental loss of civilian life, injury to civilians, damage to civilian objects, or a combination thereof) from an attack is broader than what is actually 'anticipated' (military advantage). Thus, in line with the fundamental tenet that the civilian population enjoys general protection arising not only from attacks but from military operations in general, foreseeable long-term repercussions on the civilian population are to be taken into account in the context of the proportionality assessment.
In the context of the armed conflict in Afghanistan, the US in particular has apparently developed an intricate set of rules for pre-planned (deliberate) targeting, taking into account counterinsurgency objectives. 97 Prior to an engagement, a target must be identified (positive identification, or PID) 98 and authorized for engagement in accordance with the rules of engagement in force. 99 The so-called CARVER (criticality, accessibility, recuperability, vulnerability, effects, and recognizability) tool sets out factors assisting in evaluating and selecting targets. The factors are given a numeric value, representing the desirability of attacking the target, which then are placed in a decision matrix. 100 Before the deliberate engagement of a target may be authorized, a collateral damage estimate (CDE) must be conducted. 101 This consists of a sophisticated methodology including 'computerassisted modeling, intelligence analysis, weaponeering and human vetting to assess likely collateral damage and determine the level at which a preplanned strike must be approved'. 102 Further Details of CDE methodology applied in Afghanistan remain classified. However, it appears that modern technologies make it possible to calculate the likely impact of an airstrike on buildings and other objects in the vicinity of the target. The effects can then be shown through an ellipse on a surveillance image and colour codes indicate the degree of damage expected. 103 The standard of a 'reasonable military commander'
The value judgement inherent in the proportionality analysis is difficult to scrutinize. Controversy continues as to whether this judgement is to be evaluated on the basis of a subjective or of an objective standard. The ICTY 'Final report to the prosecutor' emphasized that the assignment of relative values under the proportionality equation 'may differ depending on the background and values of the decision maker', that consequently a 'human rights lawyer and an experienced combat commander' or 'military commanders with different doctrinal backgrounds and differing degrees of combat experience' were unlikely to 'assign the same relative values to military advantage' and the anticipated damages. 104 It is in view of this value judgement and not -as one might suspect -in view of the fact that in operational theatres of conflict the environment may not lend itself to rigorous factual assessments that the report as well as the Trial Chamber in the Kupreškić case arrived at the conclusion that grey zones exist between 'indisputable legality and unlawfulness in which one may not yet determine that a violation of the principle of proportionality has indeed occurred'. 105 In the realm of international criminal law, footnote 36 of the elements of crime of Article 8 paragraph 2(b)(iv) of the Rome Statute explains that the 'military advantage' refers to the advantage foreseeable by the perpetrator, and footnote 37 requires that the perpetrator personally makes the required value judgement. 106 The 'Final report to the prosecutor' of the ICTY, however, rightly endorsed a more objectified standard. According to the Report, the decisive yardstick for such farranging decisions as the assignment of the relative value of a military advantage and the relative value of the anticipated civilian losses is that of a 'reasonable military commander'. 107 Indeed, operational requirements in an armed conflict neither demand nor justify a purely subjective decision-making standard. Of course, IHL must provide for fluctuating circumstances and the myriad uncertainties that are prevalent in an armed conflict, and it must -in order to be realistic -leave a margin of discretion to soldiers operating on the ground. However, the actual margin of discretion and the standard relevant for the evaluation of individual decision-making are to be distinguished. An objectified decision-making standard -the standard of the 'reasonable military commander' -does not curtail a soldier's margin of discretion in the assessment of situational realities but simply forestalls arbitrariness in the exercise of this discretion.
Risk minimization for one's own forces
In conflict scenarios such as Afghanistan, the question of risk minimization for one's own forces is particularly pertinent to all parties involved. Indistinguishable enemies render ground operations particularly dangerous. Naturally, a party to an armed conflict will be inclined to minimize risks for its own forces as much as possible. Risk minimization for soldiers, however, may increase the risk of civilian casualties. This is particularly evident if a choice has to be made, for example, between the employment of aerial power or ground forces, or between low-and high-altitude aerial operations. Again, ten years ago the Committee Established to Review the NATO Bombing Campaign against the Federal Republic of Yugoslavia raised the issue of whether risk minimization can be taken into consideration as a relevant factor when conducting a proportionality assessment.
Generally speaking, the protection and preservation of one's own forces is a legitimate consideration under IHL. Anything else would contradict the realities of armed conflict. It is for this reason that different modern military manuals define military necessity as requiring measures to defeat the enemy with the 'least expenditure of time, means or personnel' or a 'minimum expenditure of life and resources'. 108 But this does not answer the question whether, and if so to what extent, the contemporary humanitarian legal framework leaves room to take into consideration the protection of one's own forces in the context of a concrete proportionality assessment conducted prior to a specific attack.
IHL bars any attempts to take into account general considerations that could trump the protection of the civilian population or individual civilians per se. Article 51 paragraph 5(b) of Additional Protocol I shows that a balancing decision is required on a case-by-case basis and in view of each and every attack. Sweeping assumptions that any particular consideration -such as the security of one's own forces -could per se override civilian interests are not allowed. In view of IHL's general tenet to protect and in any event to minimize civilian casualties and damages, the protection of one's own forces cannot be regarded or invoked as categorically overriding the protection of the civilian population or the lives of individual civilians. However, this does not exclude the consideration of risks as far as the planning of a concrete attack and the determination of a concrete military advantage is concerned. In this regard, two issues must be distinguished: the security of one's own forces in general and the security of the attacking forces in particular. If 'A' is attacking the ground forces of 'B' and if 'B' therefore calls in aerial support to stop the attack and to protect its ground forces, the preservation of 'B's' ground forces is a military advantage that may be taken into consideration in addition to the military advantage derived from the destruction of 'A's' troops. The reason is that both advantages (the destruction of 'A's' troops and the preservation of 'B's' troops) will directly result from the attack; neither will materialize until after the attack has been carried out. The enhanced security of the 'attacking forces', however, would not, strictly speaking, be a result of the attack. It materializes not from the actual attack but rather from the strategic decision (prior to the attack) to attack in one way (e.g. high-altitude) rather than in another way (e.g. ground forces). If in such a scenario the security of the attacking forces could be taken into consideration within the proportionality equation -quid non -the fact that a commander has chosen a very secure and therefore ostensibly 'militarily advantageous method' (e.g. aerial bombardment) would mean that, in view of the heightened military advantage of this particular form of attack, higher numbers of civilian casualties could be justified. Evidently, this is an extremely slippery slope. In the scenario provided, the consideration of the security of the attacking forces would distort the proportionality assessment in favour of military considerations and to the detriment of the civilian population it intends to protect. This does not mean that military commanders would be barred from taking into consideration the security of their attacking forces when planning an attack. Clearly, they may. But, whatever the outcome of their planning may be, each and every attack that they intend to carry out must be in accordance with humanitarian law. If an aerial bombardment would cause excessive civilian casualties it must not be carried out. In this case, a military commander may either decide not to attack at all, to resort to alternative means and methods of attack (for which he would again have to carry out a proportionality assessment), or to wait for circumstances on the ground to change. However, under no circumstances could a high-altitude aerial bombardment -in spite of an initial, negative proportionality assessment -be justified on the basis of arguing that it is 'safer' and therefore of a higher military advantage than hypothetical alternative forms of attack such as a low-altitude sortie or an attack with ground forces. It is widely accepted that hypothetical military advantages must not count in the proportionality calculus. 109
Precautions in attack
Modern armies have unprecedented surveillance possibilities. Surveillance drones, for example, can monitor any given area without interruption over significant periods of time, and they can provide real-time visual footage to those who plan and decide upon the attack. 110 These technological possibilities notwithstanding, blurred lines of distinction in asymmetric conflict situations often impede an accurate analysis of the target area, as well as reliable predictions of potential civilian damages. The detection and identification of legitimate targets, as well as the maintenance of such identification in realistic battlefield conditions, has been described as one of the most difficult problems facing modern armies involved in combat. 111 This section is limited to two specific precautions in attack, namely target verification and effective warnings. The analysis focuses particularly on the capabilities of the international military forces.
Target verification
What quantity and quality of information about a military objective is an attacker required to obtain before executing an attack? Is it sufficient to rely exclusively on aerial surveillance or is on-the-spot human intelligence required? IHL does not, and cannot, provide a clear-cut, generic answer to these questions. According to Article 57 paragraph 2(a)(i) of Additional Protocol I, those who plan or decide upon an attack are required to do everything feasible to verify that the objectives to be attacked are military objectives. 112 It follows that the answers to the questions raised above depend on what is 'feasible' under the given circumstances of a specific attack. For instance, as long as military personnel are not in imminent danger, the July 2009 ISAF Tactical Directive seems to require a '48-hour "pattern of life" analysis with on-the-ground or aerial surveillance, to ensure that civilians are not in a housing compound before ordering an airstrike'. 113 During the drafting stages of Additional Protocol I the phrase 'everything feasible' was discussed at length. 114 The initial draft put forward at the 1971 Conference of Government Experts on the Reaffirmation and Development of International Humanitarian Law Applicable in Armed Conflicts had foreseen the word 'ensure', but ultimately did not succeed. 115 The word 'feasible' was preferred over the term 'reasonable' and it was understood to denote 'that which is practicable or practically possible'. 116 To this some delegations added that, when assessing what was practicable or practically possible, 'all the circumstances at the time of the attack, including those relevant to the success of military operations' would have to be taken into account. 117 Understood in this way, the feasibility requirement would seem to denote not only that which is objectively practicable or practically possible but also what is militarily sound from the perspective of the military commander. Such an extended reading of the feasibility requirement would add another rather subjective element to the assessment. A comparison with Article 57 paragraph 2(c) of Additional Protocol I, however, shows that, where such a far-reaching caveat was intended, it is expressed in explicit terms. This paragraph requires effective advance warnings 'unless circumstances do not permit'. No such explicit caveat was included within the obligation to verify the status of an anticipated target contained in Article 57 paragraph 2(a)(i) of the Protocol. The ICRC Commentary therefore rejects an interpretation of the feasibility criterion that would include 'all circumstances relevant to the success of military operations' as too broad and as a possible avenue to opt out of the precautionary obligation prescribed by Article 57 paragraph 2(a)(i) of the Protocol. 118 This must be right. After all, target verification is a fundamental prerequisite for any application of the principle of distinction.
Irrespective of this particular debate, the formulation 'do everything feasible to verify' seems to imply that if everything practically possible has been done, but doubt remains as to the status of the envisaged target, a military commander, in spite of the remaining uncertainty, would be allowed to attack. The ICRC Commentary rejects such a lenient reading of the obligation to verify an object's status prior to an attack. According to the Commentary, a commander planning an attack must 'in case of doubt, even if there is only a slight doubt … call for additional information and if need be give orders for further reconnaissance'. 119 This standard, which requires the elimination of doubt about an object's status, has been criticized as too high. 120 However, allowing attacks in spite of remaining doubt about an object's status would significantly undermine the principle of distinction. For as long as doubt remains, IHL stipulates certain presumptions in favour of a protected status (Article 50 paragraph 1 and Article 52 paragraph 3 of Additional Protocol I). 121 These presumptions would be rendered meaningless if attacks were to be allowed in cases of doubt. This is even more important because the 'no doubt' criteria in itself cannot guarantee that only military objectives are targeted, as was demonstrated, for instance, by the Kunduz airstrike of 4 September 2009 on two fuel tankers captured by the armed opposition. The German Public Prosecutor General came to the conclusion that the accused Colonel was convinced (in accordance with the 'reasonable military commander' standard) that no civilians were present in the vicinity of the fuel tankers. He consulted multiple times, over several hours, the available videos from ISAF aircraft and information given by an informant whose credibility was not challenged. In addition, he ordered a PID by the aircraft crew for weapons. Since he did not expect any civilians to be present at the time of the airstrike (01:49 am), he declined a 'show-of-force' manoeuvre to disperse the people on the ground, all supposedly armed opposition fighters. 122 It eventually turned out that a large proportion of the casualties were civilians. 123 Of course, it is true -and perhaps in asymmetric conflicts even more sothat targeting decisions often have to be made in the 'fog of battle' and that 'clinical accuracy' may not always be possible. 124 But the 'fog of battle' is risky not only for soldiers operating therein but also for the civilians who are often trapped in it. Nothing in the humanitarian legal framework indicates that factual uncertainties would require a lowering of civilian protection as a matter of law. Thus, while the 'fog of battle' may not always allow 'clinical accuracy' in decision-making, it may well be argued that it is precisely for the fog of battle, precisely because conflicts are highly dynamic and circumstances change rapidly, that IHL requires target verification and disallows attacks in case of doubt.
Effective warnings
According to Article 57 paragraph 2(c) of Additional Protocol I and customary law, effective advance warning shall be given of 'attacks which may affect the civilian population, unless circumstances do not permit'. 125 The obligation to warn, in view of increasingly blurred lines of distinction, is constantly growing in importance and humanitarian impact. Leaving aside the questions as to which kinds of warning amount to an 'effective' advance warning and how the caveat 'unless circumstances do not permit' is to be interpreted, the obligation prescribed by Article 57 paragraph 2(c) of Additional Protocol I stands and falls with the determination whether an attack 'may affect the civilian population'. In the context of the Kunduz incident of 4 September 2009, the Office of the German Federal Prosecutor did not consider the existence of an obligation to warn, on the premise that the attack had not been expected to affect any civilians. 126 Consequentially, the Federal Prosecutor did not have to deal with any of the questions laid out above, namely whether the circumstances would have permitted a warning or not. In the same vein, the US Air Force Pamphlet states that no warning is required if civilians are unlikely to be affected by the attack. 127 The UK Military Manual, arguably somewhat more narrowly, considers that no warning is required if no civilians are left in the area to be attacked. 128 But in view of the dynamics of modern asymmetric armed conflicts and in light of increasingly blurred lines of distinction, could one ever realistically exclude the possibility that an (aerial) attack 'may affect the civilian population'? Especially in the case of aerial attacks and bombardments, it seems that this could hardly ever be ruled out with any degree of certainty. The Kunduz incident, viewed from an ex post perspective, is testament to this reality. Certainly, the word 'may' in Article 57 paragraph 2(c) of the Protocol does not require any degree of certainty as to whether an attack will indeed affect civilians; the mere possibility suffices. Thus, the criterion of 'attacks which may affect the civilian population' should be interpreted broadly. Unless it can be ruled out that an attack will affect the civilian population, the obligation to warn is triggered. This can hardly be perceived as an overly onerous standard. After all, Article 57 paragraph 2(c) of the Protocol still explicitly allows for the consideration of situational circumstances including military considerations. 129 Thus, even on the basis of a broadened understanding of when an attack 'may affect the civilian population', this Article would not categorically require a warning prior to each and every attack. Military commanders would still be granted a considerable margin of discretion in determining whether the circumstances actually permit a warning or not.
The different paradigms of law enforcement and the conduct of hostilities: vehicle checkpoints in Afghanistan as a case in point
In contemporary armed conflicts (and Afghanistan is a particular case in point), it often seems difficult to assess whether certain operations are governed by the 'paradigm of law enforcement' or 'the paradigm of hostilities'. 130 The distinction is especially relevant because the constraint on the use of force may differ significantly. Whereas the paradigm of hostilities is primarily governed by the specific rules relative to the conduct of hostilities, the paradigm of law enforcement is primarily governed by human rights standards, provided that the application of human rights norms is established under the specific circumstances. 131 In the context of an armed conflict, IHL may prevail over or influence the interpretation of these standards. 132 One conspicuous example in the context of Afghanistan where the two paradigms potentially overlap is provided by (vehicle) checkpoints. These are an important security measure in Afghanistan: ISAF, OEF, and Afghan forces all use them as a method to control people, to seize weapons and drugs, and to arrest suspected members of the armed opposition. 133 At the same time, checkpoints can also be regarded as a means to impede enemy movement and they may become the actual target of enemy attacks. 134 This raises the question whether the use of force at vehicle checkpoints is governed by the paradigm of hostilities, or, given that they at least partially if not primarily also amount to security measures, by the paradigm of law enforcement, or both. A similar ambiguity may be present in the cases of convoys or patrols and house searches.
In Afghanistan, as mentioned before, IHL applies in the entire territory, irrespective of where fighting is taking place. 135 Thus it potentially also applies to and regulates checkpoints. Although IHL makes no explicit mention of checkpoints there is no doubt that parties to an armed conflict are allowed to set up checkpoints and to carry out similar security measures such as house searches under that law. Some rules of IHL implicitly include the establishment of checkpoints as security measures. In international armed conflicts, for instance, IHL allows for security and control measures with regard to protected persons 136 and, in the case of occupation, requires an occupying power to take measures to restore and ensure public order and safety. 137 In non-international armed conflicts, the possible legal basis for checkpoints will mostly stem from domestic law. What is more, in the particular context of Afghanistan, the resolutions of the UN Security Council permit the use of 'all necessary measures' to address, inter alia, the security concerns in Afghanistan. 138 Moreover, in accordance with the principle of distinction, military operations related to the conduct of hostilities shall only be directed against legitimate military objectives and consequently attacks shall not be directed at civilians or civilian objects. 139 At the same time, it is accepted that hostilities and related military operations may affect civilians, which is why the latter 'shall enjoy general protection against dangers arising from military operations'. 140 From this it would follow, a majore ad minus, that, since IHL permits security measures in certain situations and even military operations related to hostilities that may affect civilians, under IHL it must also be possible to set up checkpoints affecting civilians, as long as they do not constitute a direct attack against them and comply with other humanitarian rules.
The decision whether the use of force at (vehicle) checkpoints is governed by the standards of the law enforcement paradigm or by those of the paradigm of hostilities should be made by relying on the principle of lex specialis, according to which the rules offering a more detailed and specific regulation should take precedence. 141 Consequently, if it is clear that fighters with a continuous combat function or civilians who are directly participating in hostilities are approaching a checkpoint or a convoy, they are legitimate military objectives and hence may be targeted in accordance with the special rules relative to the conduct of hostilities. 142 However, outside the conduct of hostilities -for instance, when the Afghan, ISAF, or OEF forces exercise authority or power over persons protected against direct attacks at checkpoints or during house searches, or act in individual self-defence, or when the status of the person in question is doubtful -the use of force is governed by the law enforcement paradigm, that is, human rights law and also IHL. 143 IHL governing non-international armed conflicts prohibits the killing of persons not directly participating in hostilities and those hors de combat. 144 Outside the conduct of hostilities, however, IHL and its general principles do not provide sufficient guidelines regarding the legitimate use of force in security operations related to a non-international armed conflict. Recourse to human rights law in order to describe the modalities of the use of force may thus be justified. 145 While the distinction in accordance with the lex specialis principle seems straightforward from a legal perspective, in practice there may be situations where it is admittedly much harder to evaluate which paradigm takes precedence. In the case of an approaching car failing to slow down, or even accelerating towards a (vehicle) checkpoint, it will be very difficult -if not altogether unrealistic -to assess whether the driver is a fighter, a civilian directly participating in hostilities, or a civilian protected against direct attack, and thus whether the rules on the conduct of hostility or the more restrictive law enforcement standards apply. The decision to resort to potentially lethal force has to be made within a few seconds only. If, for instance, the first sign (to stop) is 200 metres away from the checkpoint and a car arrives at approximately 90 km/h, a soldier has only instants to go through escalation of force procedures and to decide whether or not to resort to potentially lethal force. However, it seems questionable whether in such a scenario the standards of human rights law and IHL really differ that much.
As described above, IHL requires that everything feasible must be done to verify that the targets are fighters or civilians directly participating in hostilities (i.e. military objectives). Only if a careful assessment leaves no doubt about the status of the person as a legitimate military objective may they be directly targeted in accordance with the rules relative to the conduct of hostilities. If doubt remains, or if it is concluded that an approaching car and/or its occupants are not a military objective, the use of potentially lethal force is governed by law enforcement standards. In accordance with human rights law -provided it applies 146 -potentially lethal force against an approaching car can only be used if it presents an imminent threat under the circumstances of the given situation. The use of force must then be strictly necessary to protect troops (of a convoy or manning a checkpoint) or any other person from serious injury or death, or to arrest or to prevent the escape of a person suspected of having committed a serious crime. 147 In addition to the criterion that the use of force must be proportionate to the acute threat posed, a deprivation of life is also considered 'arbitrary' if reasonable precautionary measures could have avoided or minimized the use of force. 148 These precautions include, inter alia, warnings and giving the opportunity to surrender, 149 adequate equipment, 150 and training. 151 Escalation of force procedures, which seemingly already contain a vast array of non-lethal precautionary measures, 152 are thus very important, and are feasible precautions that help to assess whether or not an approaching car represents a threat that may be answered with potentially lethal force.
New technologies on the battlefield: the use of drones in Afghanistan
The use of drones in Afghanistan -most significantly combat drones that are able to launch attacks in remote areas -has received much media attention. 153 Unmanned aerial vehicles are a means of decreasing the risk to one's own forces and of reaching even the most remote locations in the mountainous area of Afghanistan. Their increased use, often associated with incidental civilian casualties, has triggered debate, mostly related to the legality of how they are being used. 154 Drones, which are usually operated hundreds or thousands of miles away from their actual operative location, 155 can remain in the air for around twenty hours and provide live videos (including infrared and synthetic aperture radar). 156 Initially designed for surveillance purposes, the combat models currently used (the MQ-1 Predator and the MQ-9 Reaper) may be equipped with 100-pound Hellfire missiles and, in the case of the Reaper, even with 500-pound bombs. 157 Currently, the decision to launch an attack remains with the 'pilot', who reportedly needs to go through up to seventeen steps of approval before being allowed to fire a missile. 158 However, new challenges could arise if more automated programs are introduced, potentially no longer requiring a human being to make the decision.
Considering the weaponry of the MQ-1 Predator and MQ-9 Reaper drones, it is difficult to imagine their utility as law enforcement tools outside situations of armed conflict. 159 If drones are used on the 'battlefield', attacks must comply with the pertinent rules of IHL as outlined in the present article (i.e. distinction, proportionality, and precautions), just as any other battlefield delivery system not explicitly outlawed by IHL.
While the drones' technology may permit enhanced aerial surveillance and precise attacks, thus potentially enhancing compliance with the principles of precautions in attack and proportionality, the question remains how the distinction between civilian and military objectives is to be achieved in a context in which it may be very challenging to gather reliable intelligence. This becomes particularly worrying when drones are used to target persons figuring on a targeting list 160 or to identify people as directly participating in hostilities. For instance, can a person digging in the vicinity of a road really be distinguished as a person planting an IED solely based on a video analysis?
The oft-criticized fact that the person controlling the UAV is far away from the battlefield eventually does not constitute a challenge for IHL. 161 However, some authors caution that the use of drones may lead to a '"Playstation" mentality' if operators are untrained in IHL and uninformed by the 'risks and rigors of battle', and that the greater security of the attacking forces could lead to a more 'lighthearted' resort to lethal force. 162
Conclusion
The prolonged conflict in Afghanistan has not led to a visible change in IHL. Initial calls for a new or reformed legal framework have faded but significant challenges remain. As far as the humanitarian rules relating to the conduct of hostilities are concerned, currently the greatest challenge derives from the blurred lines of distinction that are so characteristic of asymmetric conflict scenarios. Notwithstanding, thus far the fundamental precepts of the humanitarian legal order have not been put into question. Despite all discussion about IHL's potential 159 Operations and cross-border attacks in Pakistan present manifold challenging questions not only from a human rights or IHL angle but also from a jus ad bellum perspective that are beyond the scope of this article. See, e.g., Report of the Special Rapporteur on Extrajudicial, Summary or Arbitrary Executions, above note 66, pp. 10-15 and 25. 160 See Chatham House, above note 154, p. 5, where O'Connell notes that there are about six to seven casualties per attack, out of which usually only one person was on the hit list. This also raises concern about how those planning or deciding upon an attack carry out proportionality assessments. For an argument that the advanced technological capabilities of UAVs allowing for virtual 'persistent surveillance' (and thus making more relevant information available) lead to stricter requirements for targeting decisions, proportionality, and precautions, see J. M. Beard, above note 110, especially pp. 420, 428-442, and 444. 161 In cases where the drone is operated, in the context of an armed conflict, by a civilian contractor or by intelligence agencies (e.g. the CIA), the pilot would participate directly in hostilities and could potentially be targeted. In addition, the pilot's participation could raise issues regarding criminal liability and detention status. 162 See most prominently Report of the Special Rapporteur on Extrajudicial, Summary or Arbitrary Executions, above note 66, pp. 24-25.
need of reform, almost ten years after the beginning of Operation Enduring Freedom in Afghanistan in October 2001 no compelling reform proposal for the rules relating to the conduct of hostilities has yet been made. On the contrary, especially during the second phase of the conflict the strategy of the international military forces in Afghanistan was focused on a strict adherence to existing rules, in order to achieve the overall strategic priority of winning the 'hearts and minds' of the Afghan population. Nevertheless, controversy has increasingly arisen over the interpretation of existing rules. As conflict structures become more and more diffuse, legal certainty and clarity of humanitarian law prescriptions become ever more important. It is no coincidence that a number of so-called expert clarification processes with regard to the notion of direct participation in hostilities or air and missile warfare have been organized in recent years. All of these processes have touched upon important conduct of hostilities issues. At the same time, a number of long-standing questions and ambiguities, inherent for example in the proportionality principle or the definition of military objectives, remain unresolved and insufficiently discussed. Of course, some of these issues are difficult and, it seems, eternally disputed. Unsurprisingly, these controversies have been part and parcel of the modern humanitarian legal framework almost since its birth. Many can be traced back to the negotiations leading to the adoption of Additional Protocol I in 1977. Increasingly asymmetric conflict structures have not made their solution any easier in 2011, but the need for legal clarity in relation to the conduct of hostilities is clearly increasing.
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